Abstract. Cyberwarfare represents a novel weapon that has the potential to alter the way state and non-state actors conduct modern war. The unique nature of the threat and the ability for cyberwar practioners to inflict injury, death, and physical destruction via cyberspace strains traditional definitions of the use of force. In order to clearly delineate the rights of the parties involved, including the right to self-defense, the international community must come to some consensus on the meaning of cyberwarfare within the existing jus ad bellum paradigm. After examining the shortcomings inherent in classifying cyberattacks according to classical notions of kinetic warfare, this Comment argues that international law should afford protection for states who initiate a good-faith response to a cyberattack, especially when the attack targets critical national infrastructure.
INTRODUCTION

Cyberwarfare
I is a new type of weapon that has the potential to alter modern warfare significantly. inflict injury, death, and destruction via cyberspace. 3 Cyberwarfare can range from relatively innocuous web vandalism to severe attacks on critical national infrastructure. 4 While the temporary deactivation of government web pages may represent little more than a nuisance, the threat of misinformation spread to military commanders in the field, or a concerted attack on a state's electric, water, communications, transportation, or fuel networks represents a serious risk to both soldiers and civilians. 5 The infiltration of state information networks and the procurement of classified data--commonly called computer espionage-also fall within the spectrum of cyberwarfare, and are made easier by the increased dependence of state agencies on electronic communications. 6 Despite the potential lethality of cyberwarfare, the practice currently exists in a legal netherworld. 7 The highly destructive scenarios, as well as the potential use of cyberwar techniques in asymmetrical warfare, underscore the need for an unambiguous standard of conduct for cyberwarfare that will be universally recognized and respected. 8 Whether cyberwarfare constitutes a use of force giving rise to the right of self-defense therefore represents an important question in international law. 9 Modern law on the use of force is based on article 2(4) of the United Nations (U.N.) Charter (Charter); however, the precise definition of what constitutes the use of force is unclear.' 0 Neither the Char-ter nor any international body has defined the term clearly.' 1 Attempts to define cyberwarfare within the meaning of article 2(4) have strained traditional interpretations further. 12 Analysis of the acceptability under the jus ad bellum, the body of international law governing the use of force as an instrument of national policy, of cyberwarfare centers on the Charter's prohibition of the use of force in article 2(4), its Chapter VII security scheme, the inherent right to self-defense codified in article 51, and customary international law as established by the behavior of states. 13
While a considerable body of international law applies to the use of force by states, its application to cyberspace is not always obvious and many questions remain surrounding precisely how international law relates to cyberwarfare.1 4 After a brief look at the history of cyberwar- 
I. BACKGROUND
Cyberattacks present an attractive option to foes of the United States as a form of guerilla or asymmetrical warfare.
1 6 The specter of an unanticipated and massive attack on critical infrastructures that disables core functions such as telecommunications, electrical power systems, gas and oil, banking and finance, transportation, water supply systems, government services, and emergency services has been raised in a number of reports on national security and by the U.S. National Infrastructure Protection Center (NIPC), as well as other sources within the government.
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In 1997, Operation Eligible Receiver was the first information warfare exercise in the United States to address the issue of cyberwarfare. 18 In the ninety-day exercise, thirty-five people participated on behalf of the rogue state using off-the-shelf technology and software. 19 The scenario assumed a rogue state rejecting direct military confrontation with the United States, seeking instead to attack vulnerable information systems. 20 Some of the goals of the rogue state were to conceal the identity of the hackers and to delay or deny any ability by the United States to respond militarily. 21 A number of simulated attacks were made against power and communications networks in nine major metropolitan areas. 22 According to unclassified reports, the government and commercial sites proved susceptible to attack and take-down.
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In a 2001 Congressional Research Service (CRS) report to Congress, Stephen Hildreth, a national defense specialist from the Foreign Affairs, Defense, and Trade Division urged Congress to critically examine the policies, organization, and legal framework guiding executive branch decision-making on issues of cyberwarfare. 24 Hildreth's report examined broad cyberwarfare issues and their underlying questions. Russia is not alone in utilizing cyberwar techniques as recent reports also indicate that hackers connected to the Chinese army successfully broke into Pentagon computers. 30 Pentagon officials speculated that the online intruders were probably engaged in espionage, downloading information. 3 1 Some claim that the attacks can be directly attributed to the People's Liberation Army (PLA). 3 2 Germany's government has protested to China's rulers, saying it too was once hacked by the PLA. 33 Given U.S. vulnerabilities, it may only be a matter of time before the country is faced with either a terrorist-sponsored cyberspace equivalent of the September 11th attacks or with a preparatory cyber onslaught in a situation similar to that proposed by Unrestricted Warfare, the Chinese Military manual. 34 China's military force indicates that the country is developing tactics to achieve electromagnetic dominance early in a conflict. 35 It adds that China, while not yet having a formal doctrine of electronic warfare, has begun to consider offensive cyberattacks within its operational exercises, 36 and is moving aggressively toward incorporating cyberwarfare into its military lexicon, organization, training, and doctrine. 37 To the extent that national leaders are unlikely to allow such a catastrophic intrusion upon their sovereignty without a response involving more than diplomatic protests, determining what legal responses are available represents a key inquiry into the nature and international legal implications of cyberwarfare. 
A. Cyberwarfare, Treaty Law, and International Norms
In 1999, the U.S. Department of Defense produced a document that examined the range of treaties and international law that might pertain to the conduct of cyberwarfare, supplementing the various U.S. laws guiding the conduct of warfare in general and U.S. government conduct in cyberspace. 3 9 The assessment concluded first that the international community is unlikely to promptly produce a coherent body of law on the subject. 40 Second, no clear legal remedies exist to address the type of cyberwarfare operations being considered by the United States. 41 Third, the document recommended analyzing the various elements and circumstances of any particular planned operation or activity to determine the applicability of existing international legal principles. A number of existing international treaties suggest norms which could ultimately be used to regulate cyberwarfare. 43 The International Telecommunications Convention (ITC), for instance, prohibits harmful interference with telecommunications. 44 While the effectiveness of the treaty is limited by its state security exception, the creation of a norm analogizing network space to airspace could prove vital to the development of international law in cyberspace. 45 Of course, a violation of the ITC does not constitute a per se use of force within the meaning of article 2(4) of the Charter and therefore does not necessarily generate the same opposition within the international community as other clear-cut acts of aggression. 46 Another potentially relevant international legal document is the Agreement on the Prevention of Dangerous Military Activities, signed by the United States and the Soviet Union in 1989. This treaty prohibits harmful interference with enemy command and control systems, therefore suggesting a possible emergent norm that could designate cyberwarfare attacks as a use of force. 47 In the 1990s as the concept of cyberwarfare first began to receive widespread attention from the media, there were some efforts within the international community to negotiate an agreement. 48 Russia tabled a resolution in the U.N.'s First Committee in October 1998 in an apparent effort to get the U.N. to focus on the subject. 49 The resolution included a call for states to support their views regarding the advisability of elaborating international legal regimes to ban the development, production, and use of particularly dangerous information weapons. 5 0 The initiative, however, found little support among the international community, and was never submitted to the General Assembly for a plenary vote.
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As a result of the failure of the international community to produce a directly applicable international agreement key legal issues regarding cyberwarfare remain unresolved. 52 the law, law enforcement needs in the conduct of electronic surveillance of those launching cyberattacks, and the establishment of clear and appropriate rules of engagement for cyber defense activities.
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B. Cyberwarfare and International Law on the Use of Force
Any number of purposes might motivate a state to conduct cyberwarfare and regardless of the aim the normative evaluation by the international community will center on whether the cyberattacks, both offensive and retaliatory, constituted a wrongful use of force, or threat thereof, in violation of international law. 54 In order to define cyberwarfare effectively, the international community must come to some consensus on the meaning of such activities within the penumbra of the Charter, specifically article 2(4) regulating the use of force, and article 51, which outlines the right of self-defense.
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Article 2(4) of the Charter expresses the key prescription in international law regarding the use of force. 56 The provision states that "[a]ll members shall refrain in their international relations from the threat or use of force against the territorial integrity or political independence of any state, or in any other manner inconsistent with the Purposes of the United Nations." 5 7 Given this analytical framework, the dispositive question is whether an act constitutes a use of force. 58 The Charter clearly outlaws the aggressive use of force, while recognizing a state's inherent right of individual and collective self-defense in article 51. 59 Accordingly, if a state activity constitutes a use of force within the meaning of article 2(4), it is unlawful unless it is an exercise of that state's inherent right of self-defense. 60 See id. at 33-34. In addition to the inherent right of self-defense codified under article 51, under article 39 the Security Council has the obligation to maintain or restore international peace. Therefore, articles 2(4), 39, and 51 must be read together to determine the scope and content of the Charter's prohibition on the aggressive use of force, the responsibility of the Security Council to enforce this prohibition, and the right of all states to use force in self-defense. For the purposes of this paper, discussion of article 39 has been omitted; however, Sharp articulates the relevance of article 39 eloquently in his book. See id. at 27-54.
While the precise definition of what constitutes the use of force is unclear, some of the parameters are well-defined.
6 1 For instance, conventional weapons attacks are included within the article 2(4) definition. 62 Furthermore, cyberattacks intended to directly cause physical damage to tangible property or injury or death to human beings are reasonably characterized as a use of armed force and, therefore, encompassed in the prohibition. 63 Conversely, despite attempts by developing states to include economic coercion within article 2(4) during the drafting of the Charter, such practices have been expressly excluded. 64 Thus, analysis based on either the text of article 2(4) or the history underlying its adoption requires an interpretation excluding economic, and for that matter political, coercion from the article's prescriptive sphere. 65 The potential application of article 2(4) to cyberwarfare creates serious interpretive difficulties for the existing distinction between force and coercion. 66 Including all cyberwarfare actions within the definition of use of force would require a major expansion of article 2(4).67 Such an expanded definition of the use of force would make it very difficult to continue to exclude acts of coercion from article 2(4) because international law would have to distinguish cyberattacks that do not cause physical damage, such as electronic incursions and blockades, from acts of economic and political coercion, such as economic sanctions, which traditionally and specifically have been excluded from article 2(4), but which may often have the same effect. 68 In an attempt to solve this classification impasse, Michael Schmitt delimits economic and political coercion from the use of armed force by reference to six criteria: 1) severity, 2) immediacy, 3) directness, 4) invasiveness, 5) measurability, and 6) presumptive legitimacy. 70 Through this scheme, the consequences of the act of cyberwarfare are measured against commonalities to ascertain whether they more closely approximate consequences of the sort characterizing armed force or whether they are better placed outside the use of force boundary.71 According to Schmitt, this technique allows the force "box" to expand to fill gaps resulting from the emergence of coercive possibilities enabled by technological advances without altering the balance of the current framework. 72 Instead, the expansion of the use of force definition is cast in terms of the underlying factors driving the existing classifications.
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Applying Schmitt's technique, in determining whether an a cyberattack falls within the more flexible consequence-based understanding of force, the nature of the act's reasonably foreseeable consequences are assessed to determine whether they resemble those of an armed attack. 74 If the consequences resemble those of an armed attack, extension of the use of force prohibition to the act is justified. 75 If not, wrongfulness under international law would have to be determined by resort to prescriptions other than those prohibiting force. 76 An even less onerous, purely result-oriented test represents another potential framework for determining whether specific acts of cyberwarfare constitute a use of force. 77 Under the strict results-oriented approach no difference exists between an attacker firing a missile at a target or using a computer to remotely cause physical damage. 78 If a cyberattack achieves the same result that could have been achieved with bombs or bullets, it will be treated the same under international law governing the use of force. 79 The problem with the result-oriented ap- proach to cyberattacks is that it blurs the distinction excluding economic coercion from the traditional use of force classification characterized by armed attacks, since economic coercion could also serve as the proximate cause of disruptive or destructive effects.
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C. Cyberwarfare and the Self-Defense Exception
Under the Charter, there are two exceptions to the prohibition on the use of force: Security Council action pursuant to article 42, and individual or collective self-defense under article 51. 81 Legal scholars disagree on the current state of customary international law as it relates to the use of force in self-defense and the proper interpretation of article 51.82 Article 51 of the Charter states:
Nothing in the present Charter shall impair the inherent right of individual or collective self-defence if an armed attack occurs against a member of the United Nations, until the Security Council has taken the measures necessary to maintain international peace and security. Measures taken by Members in the exercise of this right of self-defence shall be immediately reported to the Security Council and shall not in any way affect the authority and responsibility of the Security Council under the present Charter to take at any time such action as it deems necessary in order to maintain or restore international peace and security. The scope of article 51 represents the subject of considerable controversy among international legal scholars. 84 Some scholars interpret article 51 strictly, arguing that a state may not act in self-defense until that state has suffered an armed attack. 85 According to this reading, a state 82 See Condron, supra note 81. 83 U.N. Charter art. 51. 84 See Barkham, supra note 2, at 74; Condron, supra note 81, at 412-13. 85 See Condron, supra note 81, at 412; see also Barkham, supra note 2, at 74-75 (describing the Security Council view of article 51 as restrictive, declining to approve of actions taken that were not in specific response to an armed attack).
could not act in anticipation of an armed attack. 86 Nevertheless, a great many states take the counter-restrictionist view and support the proposition that in certain circumstances it may be lawful to use force in advance of an actual armed attack. 87 Legal scholars supporting the latter stance argue that article 51 incorporates customary international law as articulated by the Caroline standard, allowing anticipatory selfdefense. 88 As defined by then Secretary of State, Daniel Webster in the Caroline case, this point in time occurs when the "necessity of that selfdefence is instant, overwhelming and leaving no choice of means, and no moment for deliberation." Under the jus ad bellum paradigm, a state response to an armed attack must meet three conditions to qualify as self-defense: necessity, proportionality, and immediacy. 9 To fulfill the principle of necessity the state must attribute the attack to a specific source, characterize the intent behind the attack, and conclude that the state must use force in response. 91 The principle of proportionality requires that the force used in the response be proportional to the original attack. 92 The requirement of immediacy prohibits a response from occurring after too much time has passed. 93 With regard to immediacy as a general criterion, however, no requirement exists for defensive action to be exercised (or risk forfeiture), immediately following an armed attack. Attribution and characterization are especially important in context of cyberwarfare. 95 Generally, the international law of self-defense does not justify acts of active defense across international borders unless the provocation can be attributed to an agent of the nation concerned. 96 Given the opportunities cyberspace creates for the remote commission of attacks and attacker anonymity, perpetrators of cyberattacks are likely to go unidentified. 97 Attribution helps to ensure that a state does not target an innocent person or place. 98 Furthermore, a state must attribute an attack because the laws governing a permissible response vary depending on whether the attacker is a state actor or a non-state actor. 99 The article 2(4) prohibition on the use of force generally applies only to states and not to individuals. 100 States, therefore, are prevented under international law from threatening or using force against each other, while similar acts by individuals fall under the province of domestic criminal laws. 101 While it is difficult to discover the identity of the attacker, identifying his or her intent in time to take preventive action represents an equally problematic and potentially more important task. 1 02 In order to respond with force, a victim state must first identify the attacker's intentions as hostile.103 Unlike conventional kinetic warfare, the instantaneous nature of a cyberattack deprives the victim state of the opportunity to preemptively contemplate a response. 1 0 4 As a solution, Walter Gary Sharp has proposed that all states should adopt a rule of engagement that allows them to use force in anticipatory self-defense against any identified state that demonstrates hostile intent by penetrating a computer system which is critical to their respective vital national inter- 
III. ANALYSIS
Existing attempts at defining cyberwarfare within the current jus ad belium paradigm fail to offer adequate safeguards from cyberattacks. 106 The technology inherent in cyberwarfare makes it nearly impossible to attribute the attack to a specific source or to characterize the intent behind it.107 Furthermore, acts of cyberwarfare occur almost simultaneously. 10 8 A legal system that requires a determination of the attacker's identity and intent does not account for these features of the digital age. 109 The current international paradigm therefore limits the options available to states, making it difficult to effectively respond without risking a violation of international law. 110 Restraining a state's ability to respond will encourage rogue nations, terrorist organizations, and individuals to commit increasingly severe cyberattacks." 1 Serious flaws exist in Michael Schmitt's consequence-based framework for analyzing cyberwarfare under article 2(4).112 By using presumptive legitimacy as a factor, Schmitt's approach requires determining the legitimacy of an attack under international law by asking whether the attack is legitimate. 113 In effect, the approach is backwards. 114 Furthermore, unlike other types of warfare, instances of cyberwarfare cannot be assessed readily at the time of the attack to determine their magnitude and the permitted responses. 115 This problem will arise with any framework that requires an ex post analysis, including the aforementioned results-oriented approach. 116 To address the unique nature of cyberwarfare, international law should afford protection for states who initiate a good-faith response to an attack, thus acting in cyber self-defense, without first attributing and characterizing the attack. 117 State survival may depend on an immediate, robust, and aggressive response; therefore international law should not impose an inflexible requirement on states to fully satisfy the traditional necessity requirements when acting in self-defense of vital state interests."1 8 The law should evolve to recognize a state's inherent right to self-defense, including anticipatory self-defense, in response to a cyberattack, especially when the attack targets critical national infrastructure. 119 Allowing a state to exercise active defense measures in response to an attack on critical national infrastructure, without incurring liability, represents a preferable governing principle to the treatment of cyberwarfare under the existing jus ad bellum paradigm.1 20 In order to delineate this exception to the usual rule governing the use of force, the international community should promulgate a list of critical national infrastructure that a state may protect with active defense measures.
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If the critical infrastructure identified on the list were subjected to a cyberattack, a state could respond in presumptively good-faith selfdefense without first attributing or characterizing the attack to the level of specificity required under the traditional formulation. 122 Such an exception would not fundamentally alter the jus ad bellum framework, 17 See Condron, supra note 81, at 415. 118 See id.;Jensen, supra note 9, at 239-40. 119 See Creekman, supra note 34, at 677-78; Jensen, supra note 9, at 229. Creekman mentions in his article that while the clarification of article 2(4) may deter states from conducting cyberwarfare, the certainty of the response serves as the ultimate deterrant. Somewhat similar to the mutually assured destruction theory of preventing nuclear war, a clear policy that cyberattacks are met with the severest responses, both conventionally and electronically, serves to outweigh potential benefits that arise from instigating the initial cyberattack. See Creekman, supra note 34, at 677-78.
120 See Condron, supra note 81, at 416. 121 See id.; Creekman, supra note 34, at 654-55. The United States has enumerated, to a certain extent, those targets which may be included on a list of critical national infrastructure. Vital targets are those computer systems related to five critical infrastructures indentifled by the President's Commission on Critical Infrastructure Protection, charged with assessing the nation's vulnerability to computer attacks. The Commission determined that the United States has five critical infrastructures-Information and Communications, Physical Distribution, Energy, Banking and Finance, and Vital Human Services-whose incapacity or destruction would cripple the nation's defensive or economic security. Such a list could serve as a model for any international cooperative effort addressing self-defense to cyberattacks on critical national infrastructure. See Creekman, supra note 34, at 654-55.
122 See Condron, supra note 81, at 416.
but would instead allow the state to exercise its inherent right of selfdefense in response to a novel threat.
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CONCLUSION
The U.N. Charter was written before the internet existed and, therefore, cyberwarfare presents a unique challenge to traditional definitions of what constitutes a use of force. Despite this difficulty, the serious and pervasiveness of the threat demand that the international community come to a consensus on both the meaning of cyberwarfare within the jus ad bellum paradigm, and the options available to states subjected to cyberattack. Serious threats to international peace will result unless states have the ability to respond in self-defense to cyberattacks without being restrained by outdated interpretations of international law governing the use of force.
